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Summary

Snine Virtual Firewall (v- Firewall) is a Virtual
Infrastructure monitoring tool with an ability to
define network traffic rules for Hyper-V Virtual
Machines, and harden  your  Virtual
Infrastructure from Security perspective. Virtual
Firewall allows reviewing network traffic logs for
each of the monitored Virtual Machines (VMs),
and build related reports.

Special service installed on Microsoft Hyper-V
host filters external network traffic coming
to/from Virtual Machines, and analyzes related
network statistics patterns.

All events blocked by v-Firewall are displayed
real time in Web Console GUI.

Simple-to-Use Web GUI

S5nine Virtual Firewall has intuitive web-based
user interface, allowing reviewing network
traffic logs for each Hyper-V Virtual machine, set
rules/filters and review traffic reports. Virtual
Firewall Management component (Web
Console) gets installed on one of Hyper-V Virtual
Machines, which allows System Administrator to
access rules, logs and reports using browser
only.

Harden your Hyper-V VMs
Monitor traffic for your VMs
Set Network traffic rules
Block Unwanted events
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Network Statistics and Trends

Network activity data is collected by 5nine
Virtual Firewall into a network statistics
database. The average amount of network
packets, average size of the packets and the
traffic amount data are continuously calculated.
User gets alerted on the network traffic
deviations that may indicate possible Malware
activation on the Virtual machine(s).
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Firewall Rules

Using intuitive GUI an administrator can define
Firewall rules to allow or restrict various types
of network traffic coming from the external
network to Hyper-V Virtual Machines, or vise
versa. There are certain default rules set in the
system, such as allowing all of the outbound
traffic, or blocking all of the incoming traffic to
VMs from outside, except the broadcasts.
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First version of 5nine Virtual Firewall monitors
and controls the traffic between Hyper-V Virtual
machines and external network (and vise versa).
Subsequent versions of the v-Firewall will allow
monitoring and filtering traffic between Virtual
machines as well.

Ordering information and Support

5nine v-Firewall is FREE and can be
downloaded at www.5nine.com.

For technical support, please visit
http://www.5nine.com/support.aspx or e-mail
techsupport@5nine.com and our support
representative will contact you promptly.

System Requirements

Windows 2008 server with Hyper-V for
v-Firewall service and driver installation

XP Pro SP3, Vista SP1 (Business,
Enterprise or Ultimate editions), Win
2003 R2 SP2, Win 2008 or later Virtual
Machine for v-Firewall Web console;

SQL 2005 Express edition (or higher), or
MS SQL 2005 or 2008 standard or
enterprise on Web Console Virtual
machine.

.NET 3.5 or higher; 1IS with ASP.NET
enabled on the Web Console Virtual
Machine
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